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. 3EF| SSL For Free BJ7HELE

. B A EEETE | §F Create Free SSL Certificate

. IEATERT Manual Vertification , THEHIR Manually Verify Domain B—T

. R Download File &3 (Windows 11S Server HER—{/ , Linux Apache Server EHIRFE) , £ T

. TEAHE B well-known/acme-challenge , SERIEITRIG S =g E

o windows 37 .well-known 2 DOS 5% mkdir .well-known #37

o TRISHIEEEI ARG RO . B MIME 38!, 45 gl BIfE-SEEA. . MIMERRMAE A text/plain

. [ERIEHEmIA EREL Verify successful upload by visiting the following links in your browser FHEEEELLHEL 5L

FEIRPTERE S AR RE W LAEREA BT, SRR EmMARER

. TEELIEE T Download SSL Certificate

. AILERFIERRRSBERR 00K, TIIA E-mail {ZEE] | SEIFEREE Create Account LUEFLE HEREE

. FETFHIET Download All Certificate File 28 F &2 EIEERHEE

. WBITERI=MEE ca_bundle.crt, certificate.crt, private key

. FIREEIR private key $80% pfx 82, FhiFRY IS Server FHEIEE , T & 64bit OpenSSLEBETH , 32bit OpenSSLEEE

I8
o REIBFEZRAE THIBETE (BETEEIFEL)

. BRI RREENERT sslforfree EHEIME] d:\Downloads , it cmd $E=,VRER|EIF 224 OpensSSL TEATHE

1. cd C\OpenSSL-Winedhbin (F3242 64bit, FRLEEIEE Winb4)

2. openssl pkes12 -export -out D:\Downloads\sslforfree\certificate.pfx -inkey
D:\Downloads\sslforfree\private.key -in D:\Downloads\sslforfree\certificate.crt -certfile
D:\Downloads\ssiforfree\ca_bundle.crt

3. I Hiies  BETEE A CLRISARRIERS , TR Eiok!

. STRUEEELFYHESE certificate.pfx , {TIEEE copy & 1S server
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Login  Need Help?

@I SSL For Free

Free SSL Certificates in Minutes

Free Wildcard Certificates Now Supported

fj https:/ fnter your website to secure Create Free SSL Certificate

100% Free Forever Widely Trusted Enjoy SSL Benefits
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Free SSL Certificate Validation for "ntcuai.ntcu.edu.tw"

(Add / Edit Domains | Regenerate Account)

Verify that vou own the domain through your web server or if your domain is not yet on a web server then verify it through the DNS. This prevents
other people from getting an S5 cerificale for your domain. By continuing you agree to the Lets Encrypt service agreement. You may need to
whitelist 66.133 109 36 if your website is behind a firewall. If you receive a 504 Gateway timeout and cannot connect anymore then open
anocther incognitolprivate browser or a different browser to connect again. If you have your own CSR use manual verification and input it
after generating domain venfication files. Ifyou use IS on Windows you may have to do additional steps.

Automatic FTP Verification Manual Verification Manual Verification (DNS)
Upload verification files manually to your Use this if you cannot verify through a
domain to werify awnership web server or cannot use port 80, You
will be adding a TAT record to your
DNS server

jgvascrigt:
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Free SSL Certificate Validation for "ntcuai.ntcu.edu.tw"

(Add / Edit Domains | Regenerate Account)

Werify that you owin the domain through your web server or if your domain is notyet on aweb server then verify it through the DNS. This prevents
other people from getting an SSL cerfificats for your domain. By continuing you agree to the Lets Encrypt service agreement. You may need to
whitelist 66,133 109 36 if your website is behind a firewall. If you receive a 504 Gateway timeout and cannot connect anymore then open
another incognito/private browser or a different browser to connect again. If you have your own CSR use manual verification and input it
after generating domain venfication files. [ you use IS on Windows you may have to do additional steps.

Automatic FTP Verification Manual Verification Manual Verification {DNS)

Enter FTP information to autormatically
verify the domain

Use this if you cannat verify through a
web server or cannot use port 30, You
will be adding a TXT record to your
DMS server

Manually Verify Domain (HTTP Server)

Ifyou do not have your FTR information then follow the follovwing steps to venfy domain ownership manually. The server will need to be on part 80 if
HTTF (or port 30 open and forwarding to 443 it HTTPS). If vour web server is not listening on port 30 then you will need to temporarily listen on
port 30 or forward port 30 to the port for the web senver.

1 et domain varification filae buclicldno tha botton balose




_F%Zﬁﬁ gﬂtht* =

= o
Il sSLforFree Z3GAB - X | || Creste S5 Certificate %
&« C ‘ 8 =2 | hitpsy/wwwsslforfreecomy/create?domains =ntcual ntcu.adu.iw <38 o ﬁ|

3. Download your free ssl certificate ‘ o x[ =

Retry Manual Verification

Upload Verification Files

1. esinload thafall

Raarid cation files by clicking on each link below
1. Download File #1

2. Create afolder in your domain named " well-knoiwn® if it does not already exdst. If you use Windows you may have to add a dot at the end of
the folder name in order to create a folder with a dot at the beginning

3. Create another folder inyour domain under " wel-known” named "acme-challenge” If it does not already exist
4 Upload the downloaded files to the "acme-challenge" folder
5 Wenfy successiul upload by wisiting the following links inyour browser
1. hitp:dnteuai ntou.edu ted well-knownfacme-challenge/VolIKIgtUuRoieG 2oy 1taSyiNoQdfs TUSE 7 a9 050w
6. If the files do not show random alphanumeric characters or shows an error then recheck that you are uploading in the correct place. Also try
viewing the page source (Right-click then click "view page source”) of the abave links to make sure nothing else shaws up but the

verification file cantents. If you use IS then you may have to change your server config so that files without an extension (or the wildcard
WMIME type) serves as textiplain. Contact your host if you ars unsure

7. Click Download S5L Certificate below

Download SSL Certificate

[ 1 Have My Own CSR
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Retry Manual Verification

Upload Verification Files

. Download the following verification files by clicking on each link below

1. Download File #1

. Create a folder in your domain named " well-known" if it does not already exist. If you use Windows you may have to add a dot at the end of

the folder name in order to create a folder with a dot at the beginning.

. Create another folder inyour domain under " well-known" named "acme-challenge” if it does not already exist
Upload the downloaded files to the "acme-challenge" folder
Werify successful upload by visiting the following links inyour browser

1. httpedintcuai ntcu edu bl well-knownfacme-challenge/VolKgtUuRoieG2toY 1taSyiNoQdfs TUSF 7Ta90 Suwy

If the files do not show random alphanumeric characters or shows an error then recheck that you are uploading in the correct place. Also try
wiewing the page source (Right-click then click "view page source") of the abowve links to make sure nothing else shows up but the
werification file contents. If you use IS then you may have to change your server config so that files without an extension {or the wildcard
MIME type) serves as text/plain. Contact your host if you are unsure.

Click Dowinload S5L Certificate below.

Download SSL Certificate

) I Have hy Owin CSR

YoMIKlgtJuReieG2tl... ~
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Retry Manual Verification

Upload Verification Files

=

 Download the following wverification files by clicking on each link below
1. Dowmload File #1
2. Create a folder in your domain named " well-known" if it does not already exist. If you use Windows you may have to add a dot at the end of
the folder name in order to create a folder with a dot at the beginning.
3. Create another folder inyour domain under " well-known" named "acme-challenge” if it does not already exist
4. Upload the downloaded files to the "acme-challenge folder
5. Verify successful upload by visiting the following links inyour browser
1. http:fintcuai ntcu edu ted well-knownfacme-challenge/RXFuuh_1efkeVELABOIhMINwCHNMS10Bja8mdQZ0sis
6. If the files do not show random alphanumeric characters or shows an error then recheclk that you are uploading in the correct place. Alsao try
wigwing the page source (Right-click then click "view page source') of the abowve links to malke sure nothing else shows up but the

verification file contents. If you use IS then you may hawve to change your server config so that files without an extension {or the wildcard
MIME type) serves as textfplain. Contact your host if you are unsure.

Click Download S50 Certificate below.

-

Download SSL Certificate
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Certificate Successfully Generated

You can download the files by clicking download below or copy and paste the following into the appropriate inputs t install SSL Cerificates
expire after 90 days so be sure to re-generate your SSL Certificate befare then othenwise your website might stop working. If you use 1S and
need a PFX file then follow the instructions in the following link to convert the certificate and private key file into a PR file -
httpWstackoverflow com/fal1 7284371 (Install openssl and run apenasl pkeai 2 -export -oui "cedificate_combined pfk” -inkey “private key™ -in
“cerifficate.crt” -certfile ca_bundia.crfin @ command prompt with path set to location of downloaded certificate files or use
https: fansne cligicert com/futil’)

Get Notified of Expiration

Create an account or login to get notified before your certificate expires and to manage all your cerificates in one place

Email ‘ ‘

Password ‘ ‘

Create Account

Certificate Files

S RAFUUN_1efKevelQ.. &~ . WoMIKIgtUJuRoieG2t...
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Login  MNeed Help?

Certificate Successfully Generated

You can download the files by clicking download below or copy and paste the following into the appropriate inputs to install SSL Certificates
expire after 90 days so be sure to re-generate your 351 Certificate before then athenwise your website might stop warking. If you use IS and
need a PFX file then follow the instructions in the following link to convert the certificate and private key file into a PFX file -
http Vstackoverflow comfal 1 7284371 (Install openssl and run openasl pkeai? export -aui “cerdificate_combined pix” -inkey “privats key" -in
‘cerificate.cnt” cerfile ca_bundle crfin a command prompt with path set to location of downloaded certificate files or use
https:fhansne digicert com/futil’)

Get Notified of Expiration

Create an account or login to get notified before your certificate expires and to manage all your certificates in one place

You will nov be notified 1 week before before the
ceftificate 15 about ta expire

Certificate Files

Certificate

-
MIIFB2CCA+HgAWIBAGTIS AladmoTeCR/ W1BXvKE ZgES// aMAOGCSgGS Th3 DOERCUTA
HEoxCzAJBgNVELAY TAIVTHRYWF AYDVQOKEwINZEOne yEFhul ye B0 NS Hw IQYDVQQD
ExpNZIEOncyEFbnlyeXE0IEF 1dGhveml0eSEYHzAeFwOxODAz N  kxND IO haFwOx

S RAFUUN_1efKevelQ.. &~ & WoMIKIgtUuRoieG2t... ~
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l Download All SSL Certificate Files I

Installing your SSL Certificate

The easiest way to is to install the SSL certificate is to contact your host. Most of the time they will install it for free. Follow this guide othenwise.

Ifyou have any issues with certain browsers like Android not recognizing the certificate then test your server SSL configuration on SSL Labs and
fix any errors shown.

fyou get an error saying the certificate and key do not match then contact your host asking for the key type they accept. If they require the old RSA
ke type then download OpenSSL and execute the following command on the private key file: apenss! rsa -in private key -ouf privale_rsa kay

If you need the private key in PEM format then install OpenSSL and run the following on the private key file: "openssl rsa -in private key -text =
private pem"”

Ifyou need the multiple certificates in PEM format or evendthing in PEM format then first convert your private key to PEM format above then follow
these instructions.

Support SSL For Free

If you find this service useful please donate to help cover development and server costs.
. _ _ | M

& RXFuuN_1efkewblQ.. & WoMIKgtUuRoieG2tl... ~ x




IR - BREERIE=({EEsE

S it L Tl TERERE KD
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#
#
5
#
#
#
#
#
#
#
#
#

#

FEEY http-ssl.conf

# Listen 443 2035 Listen 443

S50 Engine Switch:
Enable/Digable S5L for thisz wirtval host.

SLEngine on

Server Certificate:

Point SSLCertificateFile "conf/asl.crtfgerver.crt”

the certificate ig encrypted, then wou will be prompted for a
pazs phraze. Note that a kill -HOP will prompt again. Keep
in mind that if wou have both an B34 and a DEL certificate wou
can configure both in parallel (to alzo allow the uze of DSA
ciphers, etc.)

Some BECC cipher suites (http:/fwww.ietf.ore/rfc/rfcddd2 . tut)
requ%{elan ECC certificate which can al=so be configured in
parallel,

SSlCertificateFile "conffezl.crt/zerver.crt”
#55LCertificateFile "conf/asl.crtfserver.crt”
#E5LCertificateFile "conf/szl.crtizerver.crt”

He e He R He He

Server Private Key:

If the key iz not combined with the certificate, uze this
directive to point at the kev file., EKeep in mind that if
vou'wve both a RS54 and a DSA private kevy vou can configure
both in parallel (to alzo allow the uze of DSA ciphers, etc.)
ECC kevz, when in uvee, can also be configured in parallel

SSlCertificatelevFile "confizsl.keyfzerver.key"
#ESLCertificateEeyFile "conflasl. kevizerver. key"
#EELCertificatekeyFile "conf/zsl.kevigerver. key"

certificate.crt 525 server.crt EFME_FEMserver.crtfi =
private.key ER % server.key EFMNE|M _ CERIserverkeyll &

g - el

ca_bundle.crt +EE



FEEY httpd.conf
ANA S8k

ServerName yourname. com

DocumentRoot "E:/xampp/htdocs/web/yourname. com”

SSLEngine on

ssLCertificaterile "E:/xampp/apache/conf/ssl.crt/server.crt”
SsLCertificatekeyFile "E:/xampp/apache/conf/ss1.key/server. key"

(Y I = TV S B S

ERlApache » =i

SEMEFISEE r BLESSIEFIEARE | https://www.sslforfree.com/certificates

BENEREEE 7 APEESSL K 2HA HHH https://www.sslforfree.com/certificates
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http://slproweb.com/products/Win320penSSL.html

Download Win32 OpenS5L

Download Win32 OpenSSL today using the links below!

File

Type

Deseription

Win3J OpenSSL vl.1.0h Light

IME Installer

Installs the most commonly used essentials of Win32 OpenSSL vI.1.0h (Recommended for users by the creators of OpenSSL). Note that this is a default build of Open55L and is subject to local and state laws, More
information can be found in the legal agreement of the installation,

Wind2 OpenSSL vl.1.0h

30ME Installer

Installs Win32 OpenSSL vl.1.0h (Recommended for software developers by the creators of OpenSSL). Mote that this is 2 default build of OpenSSL and is subject to local and state laws, More information can be found in the
legal agreement of the installation,

Wing4 OpenSSL vl.1.0h Light

3ME Installer

Installs the most commeonly used essentials of VWiné4 OpenSSL vI.1.0h (Only install this if you need 84-bit Open35L for Windows. Only installs on 64-bit versions of Windows, Note that this is a default build of OpenSSL
and is subject to local and state laws, More information can be found in the legal agreement of the installation,

Wing4 OpenSSL vl.1.0h

33ME Installer

Installs Winé4 OpenSSL v 11,0k (Cnly install this if you are a software developer needing 64-bit OpenSSL for Windows, Only installs on 64-bit versions of Windows. Mote that this is a default build of OpenSSL and is
subject to local and state laws, More information can be found in the legal agreement of the installation,

Win32 OpenssL vl.0.20 Light

2MB Installer

Installs the most commonly used essentials of Win32 OpenSSL v1.0.20 (Recommended for users by the creators of OpenS5L). Mote that this is a default build of OpenSSL and is subject to local and state laws, More
infarmation can be found in the legal agreement of the installation.

Wind2 OpenSSL vl.0.20

20ME Installer

Installs Win32 OpenSSL v1.0.20 (Recommended for software developers by the creators of OpenSSL), Note that this is a default build of OpenSSL and is subject to local and state laws, More information can be found in the
legal agreement of the installation.

Wint4 OpenSSL vl.0.20 Light

IMB Installer

Installs the most commonly used essentials of Winé4 OpenSSL v1.0.20 (Only install this if you need 64-bit Open3SL for Windows. Only installs on 64-bit versions of Windows. Note that this is a default build of OpensSL
and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Wint4 OpenSSL vl.0.20

23MB Installer

Installs Winé4 OpenSSL v1.0.20 (Only install this if you are a software developer needing 64-bit OpenSSL for Windows, Only installs on 64-bit versians of Windows. Note that this is a default build of OpenSSL and is
subject to local and state laws. More information can be found in the legal agreement of the installation.




4 certificate.pfx

BRI Z B2 EEHERY sslforfree ERIAINE] d:\Download , 58 cmd &\ EDIREIEIF 225
OpenSSL T EfEEk
NeAFES

> c¢d C:\OpenSSL-Win64\bin (Z4= 64bit, FTLAZE Win64 & {RE32bit - EEA{Win32)

- openssl pkcs12 -export -out D:\Downloads\sslforfree\certificate.pfx -inkey
D:\Downloads\sslforfree\private.key -in D:\Downloads\sslforfree\certificate.crt -certfile
D:\Downloads\sslforfree\ca_bundle.crt

i biileS , EESEEAERNRNERE , TESHE , B!
SERX B S E L FTHVESE certificate.pfx

-out d:tdownloadicertificate.pfu -inkey d:Sdownl:
bundle.crt

(C:vProgramDatatbnacon nSSL-TinGd\bin=g




ertificate.pfx -inkey d:

EERESS

g ca_bundlecrt 2018/3/29 T 1. =sHESE 2 KB

g certificatecrt MBI TF 1. Z2HEE ? B

certificate ph 2018331 T+ 0. EAHENAZSE 5 KB

& privatekey 018/3/29 T4 1. KEY %= 2 KB




UIRFE2PEMIESE

openssl rsa -in private.key -text > private.pem

BN AEEPEMIESE
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1. https://jakson.online/2017/08/03/ssl-for-free-
%E5%AE%89%E8%A3%9D%E9%81%8E%E7%A8%8B/

2. https://blog.hahasmile.com/xampp-free-lets-encrypt-ssl/

3. https://blog.hahasmile.com/%E5%9C%A8apache%E4%B8%8A%E8%A8%AD%ES5%
AE%9A%E5%AE%89%E8%A3%9DssI%E6%86%91%E8%AD%89/




